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I.

Introduction
The act of anonymously maligning, accusing or criticizing an individual is one

that has a long pedigree of ignominy. One finds it proscribed in literature, in song
and in religious texts. Indeed, the entire common law system of legal procedure
militates against it—as reflected in everything from the development of the hearsay
rule (and the concomitant “right to face one’s accuser” that assumes such
importance in US law),1 to the powerful aspect of the open court principle which
dictates that litigants should, ordinarily, be publicly identifiable, to the simple
requirement that an individual filing a civil action must be identified by their real
name. The rationale is clear: anonymous and unsubstantiated accusation, criticism
and rumour has the potential to work great mischief in the mind of the listener, and

Professor and Director of the Law & Technology Institute, Schulich School of Law,
Dalhousie University. I am grateful to Professor Hilary Young for her comments on
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1 For discussion of the historical backdrop, see Ronald Delisle et al, Evidence:
Principles and Problems, 11th ed. (Toronto: Carswell, 2015) at pp. 665-668.
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the more widely it is circulated the more likely the damage resulting. Light, as it is
said, is the best disinfectant.
Yet there has always been a counterpoint at play that suggests a limited but
important utility for the anonymous voice. Speaking in 1862 of what we now
recognize as the privilege protecting journalists’ sources from disclosure,2 the
editors of the London Review wrote:
It is very well to say that every one ought to have the spirit and courage
of a martyr; that he ought to be ready to denounce the abuses of a
profession, a public office, a law court or any other institution in which
the public have an interest, in his own name, and at the expense of
incurring every sort of consequence; but men are not so made. Abuses
will not, in fact, be brought to light unless some protection is afforded to
those who give information…3
Thus we recognize the importance of the confidential informant, the anonymous
whistle-blower and the person who calls “Crime Stoppers.” Some kinds of
communications must be protected because their social importance or utility
outweigh the feelings or interests of those whom they might disturb. Overlaid on
this is the right to freedom of expression, constitutionalized by the Canadian Charter
of Rights and Freedoms, which tells us inter alia that the ability of people to freely
and unreservedly express their thoughts is not lightly to be interfered with; and the
right to privacy, of which anonymity can be an aspect.
The ability of individuals to lodge public commentary has obviously
expanded exponentially since the beginning of the Internet era, in particular with
the rise of social media as a cheap and easy means of expression that has the
See R. v. National Post, 2010 SCC 16; Globe & Mail v. Canada, 2010 SCC 41.
“Anonymous Journalism,” The London Review, Vol. IV, No. 79 (January 4, 1862), p. 7
at p. 8.
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potential to reach a worldwide audience. This has, in turn, had profound effects
upon the civil tort of defamation,4 if for no other reason than that it is much easier
both to defame people via social media and to have potentially defamatory material
brought to the target’s attention. One particular wrinkle has been the rise in
anonymous commentary on the internet that is potentially defamatory—or that a
target wishes to deal with by way of a defamation action. The latter distinction is an
important one, as it brings into sharp relief the three-way tension between the
social utility of anonymous commentary, the protection of freedom of expression,
and the right of the individual to seek redress for unfounded injury to their
reputation. Specifically, it enlivens the important trade-offs that must be made
within the law of defamation—the court process should not be used as a means of
suppressing unpleasant but protected speech, nor, except in appropriate cases, to
peel away otherwise socially useful anonymity. Individuals sued in civil actions face
the cold reality of what we now recognize as the “access to justice” problem, where
access to meaningful legal assistance has been priced beyond the ability of most
Canadians to pay. Faced with a well-resourced litigant who is willing to use civil
defamation proceedings, or even the threat of them, a person making valid
commentary might nonetheless choose to remain silent or retract comments made.
In this way the increasingly-expensive civil court process can be used,
inappropriately, as a sword rather than a shield, to chill and suppress valid dissent.
A response to the increased amount of anonymous internet-based
commentary has been an upswing in the use of the relatively obscure technique of
See Robert Danay, “The Medium is Not the Message: Reconciling Reputation and
Free Expression in Cases of Internet Defamation” (2010) 56 McGill L.J. 1.
4
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the pre-action discovery proceeding, particularly in its manifestation as what is
often called a “Norwich order.” Discussed in more detail below, in the context of
defamation this tool allows potential or actual plaintiffs to apply for a court order
compelling defendants and/or third parties to disclose information they have which
will help in identifying the potential defendant—often phrased as “unmasking” the
commenter. This “unmasking,” if it was ever obscure, is so no longer but has lately
been front-page news, as the current saga of allegedly-defamed Hollywood actor
James Woods demonstrates.5 In Canada there has been a slow but sure increase in
the number of such motions brought before the superior courts of the provinces,
and while the case law has developed in fits and starts it has displayed some
interesting features, including a mingling of constitutional values and civil litigation
concepts which may, if perhaps accidentally, be re-shaping how Norwich orders are
viewed.
This paper will provide a combination of snapshot and analysis of an area of
procedural law that is quite dynamic and whose evolution is uncertain. Part II will
explain the nature and provenance of pre-action discovery and the Norwich order,
then trace the development of their use in the internet defamation context,
In July 2015 Woods brought a defamation action against a John Doe defendant, a
Twitter user whose handle is “Abe List,” due to unflattering tweets posted by List
which referred to Woods as a “cocaine addict,” inter alia. Woods recently succeeded
on an appeal of a motion to strike the case and, as “Abe List” is participating in the
case via counsel, it appears he/she will be “unmasked” at some point. See Colleen M.
Devanney & Jordan S. Cohen, “Actor Can Proceed with Twitter Defamation Lawsuit,
Likely to Unmask Anonymous Twitter User,” Internet Defamation Removal Attorneys
Blog (19 February 2016), online: <
http://www.defamationremovalattorneysblog.com/2016/02/actor-can-proceedwith-twitter-defamation-lawsuit-likely-to-unmask-anonymous-twitteruser/#page=1 >
5
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including consideration of what is still the leading case, Warman v. WilkinsFournier.6 It will also examine the “pure” procedural issues of the thresholds for
obtaining the order and the potential for anonymization of proceedings. Part III will
examine the interesting manner in which Charter values have begun to affect the
template of considerations that courts take into account when evaluating whether
or not to issue these orders. It will specifically look at how privacy has emerged as a
sort of meta-value in the context of discovery generally, and how it has become
something which courts are more openly weighing and of which they are becoming
more protective. It will also analyze how the courts have treated the notion of
protecting free expression, as well as the extent to which defamation proceedings
(or procedures) are becoming constitutionalized. In conclusion, part IV will offer a
proposal for a modified test to be applied by courts hearing these motions.

II.

Provenance and Precursors

1.

The Norwich Order and Rule-Based Relief: Distinction or Difference?
As noted above, the procedural mechanism at play here is an order for pre-

action discovery, which “permits a court…to order discovery of someone who is not
a party to contemplated litigation in order to assist the potential claimant in
advancing his or her legal rights against the ultimate wrongdoer.”7 The classic use of
this remedy is in a situation where an individual is aware or suspicious that a civil
Warman v. Wilkins-Fournier, 2010 ONSC 2126 (Div. Ct.).
Julia Falevich, “Norwich Relief in Canada: Balancing of Competing Interests”
(2010) 37 Adv. Q. 114 at 114. See also R.W. Block, M.A. Marion & R.J.D. Gilborn,
“Sealed Ex Parte Norwich Orders: Safeguarding Against Abuse of the Pre-Action
Disclosure Remedy” in Todd L. Archibald & Michael G. Cochrane, eds., Annual Review
of Civil Litigation 2003 (Toronto: Carswell, 2003) 225.
6
7
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wrong has been done to him/her and does not know the identity of the tortfeasor,
but can point to a person who has information that would identify the tortfeasor and
asks to be allowed to discover that person.8 The order is typically referred to as a
Norwich order after the 1974 House of Lords decision in Norwich Pharmacal Co. v.
Customs and Excise Commissioners.9 In that case the applicant company sought to
compel Customs and Excise in order to discover the identity of individuals who had
been infringing the company’s patent, as the government department itself wished
to keep the information confidential. The Law Lords granted the order, based on the
much-quoted rationale that:
[I]f through no fault of his own a person gets mixed up in the tortious
acts of others so as to facilitate their wrong-doing he may incur no
personal liability, but he comes under a duty to assist the person who
has been wronged by giving him full information and disclosing the
identity of wrongdoers…[J]ustice requires that he should co-operate in
righting the wrong if he unwittingly facilitated its perpetration.10
It is this “classic” use of the Norwich order with which this article is
concerned. It is worth noting that while both English and Canadian courts were
initially conservative regarding the scope of such an order, its available scope was
eventually expanded far beyond identifying potential defendants in both
countries.11 In the recent case of GEA Group AG v. Ventra Group Co. et al., the Ontario
Court of Appeal noted that Norwich orders are available to get information that

See, e.g., Leahy v. Dr. A.B. (1992), 113 N.S.R. (2d) 417 (T.D.).
[1974] A.C. 133 (H.L.).
10 Ibid. at 175.
11 English developments are surveyed in Falevich, supra note 7 at 116-177, and see
generally Melody Yiu, “A New Prescription for Disclosure: Reformulating the Rules
for the Norwich Order” (2007) 65 U.T. Fac. L. Rev. 41.
8
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would help in evaluating whether a cause of action exists or in pleading a known
cause of action, to trace and preserve assets, or to preserve evidence or property.12
On a point which is always of interest to civil litigators and courts (or should
be), it is worth examining what jurisdiction the courts have to award a Norwich (or,
as will be seen, Norwich-type) order. This is interesting not least because there is
sometimes confusion around whether the order is an equitable remedy or simply a
mechanism in the civil procedure rules of particular jurisdictions. For example, one
recent commentator identifies two means by which a party can obtain this kind of
relief, the “Norwich Approach” and the “Rules Approach.”13 This appears related to
the case of York University v. Bell Canada Enterprises,14 in which Justice Strathy
referred to the ability to award this remedy “quite apart from a Norwich order,”15
referring to the earlier case of Irwin Toy v. Doe16 in which pre-action discovery was
granted under the authority of the Ontario civil procedure rules on discovery,
without any mention of Norwich. Both of these cases arose in the internet
defamation setting, and both will be discussed further below. One also sometimes
encounters what purport to be lists of the rules in each jurisdiction under which
Norwich orders can be awarded.17

2009 ONCA 619 at para. 91.
Matthew Nied, “Unmasking Anonymous Defendants in Internet Defamation Cases:
Recent Developments and Unresolved Issues” (2011) 8(3) Canadian Privacy Law
Review 31 at 32-33. See also Bryan G. Baynham, Q.C. & Daniel J. Reid, “The ModernDay Soapbox: Defamation in the Age of the Internet,” in CLE BC, Practice Made
Perfect (2010), Paper 3.1.
14 (2009), 99 O.R. (3d) 695 (ONSCJ) (hereafter “York v. Bell”).
15 Ibid. at para. 17.
16 (2000), 12 C.P.C. (5th) 103, [2000] O.J. No. 3318 (ONSCJ).
17 See, e.g., Yiu, supra note 11 at note 2.
12
13
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In Norwich itself the House of Lords stated that it was essentially revivifying
an ancient equitable remedy that had been crafted by the High Court of Chancery,
and Lord Cross was able to point as far back as the 1785 case of Moodalay v.
Morton18 for its provenance. In Canada this came up as a determinative point in the
British Columbia case of Kenney v. Loewen,19 where it was argued that the remedy
only stemmed from 1876 and was therefore not part of the powers of the British
Columbia courts, given that reception of Chancery powers in that province had not
taken place until 1860. A similar point came up before the Ontario Court of Appeal
in Straka v. Humber River Regional Hospital,20 where the Court held that given that it
had all of the powers of the Courts of Equity, it had jurisdiction to award this
discretionary, equitable remedy in appropriate cases. While there was (and is)
nothing in the Ontario civil procedure rules explicitly providing for pre-action
discovery, the Court of Appeal held that the remedy operated “in concert” with the
rules.21 Accordingly, to the extent Irwin Toy stands for the proposition that the
discretion to award the remedy lies within the rules themselves, it should be viewed
as having been overruled.22
This is not a purely academic point, however, for historically there were
three provinces in Canada where the civil procedure rules expressly provided for
pre-action discovery, and they are those with pre-Moodalay dates of reception: New
(1785), 1 Bro CC 469, Dick 652, as cited in Norwich, supra note 9 at 964.
(1999), 64 B.C.L.R. (3d) 346 (S.C.).
20 (2000), 51 O.R. (3d) 1.
21 Ibid., and see Meuwissen (Litigation Guardian of) v. Strathroy Middlesex General
Hospital (2006), 40 C.P.C. (6th) 6 (ONCA) at paras. 3-4, 9.
22 And in any event, as Justice Wilton-Siegel noted in Warman, the decision in Irwin
Toy was consistent with the principles in Norwich.
18
19
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Brunswick, where the reception date is 1660, in Rule 32.12; Prince Edward Island,
where the reception date is 1758, in its former rule 18.02(1); and Nova Scotia,
where the reception date is also 1758, in its former rule 18.02(c). As Falevich points
out, since these provinces received British law before the creation of the equitable
remedy of pre-action discovery, the only authority for the remedy was that
contained in the civil procedure rules themselves.23 One could infer that the rules
were enacted so as to make up for the absence of this power. This works fine for
New Brunswick, which still has its rule explicitly authorizing pre-action discovery,
though it is more narrow than the more recent Canadian Norwich jurisprudence.24
Nova Scotia recently engaged in a complete revision of its rules, and the new version
took effect in 2009. The new rules on point (14.12 regarding disclosure of
documents and 18.12(2) regarding discovery) are framed in a way that makes it
ambiguous whether Norwich-type relief is within their ambit, but are being treated
as if they continue to explicitly authorize it. Interestingly, in both New Brunswick
and Nova Scotia Canadian Norwich caselaw has been used to flesh out the scope of
relief under the rules,25 even though unlike the other provinces the Norwich remedy
probably cannot be seen as working alongside them. However, PEI also recently
revised its rules, adopting the Ontario Rules from 1990, and the new version does
not contain explicit authority for pre-action discovery. If the reception situation is as
Falevich, supra note 7, at 118-119.
In that it only permits pre-action discovery of a third party to “identify an
intended defendant,” and requires the applicant to show a prima facie case for relief
against the intended defendant (regarding which, see below).
25 E.g. A.B. v. Bragg Communications Inc., 2010 NSSC 215; Doucette v. Brunswick
News, 2010 NBQB 233, [2010] N.B.J. No. 235 (English version in QuickLaw only);
Basque v. Poitras, 2015 NBQB 89, [2015] N.B.J. No. 114 (English version in QuickLaw
only).
23
24
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above, then it is entirely possible that the Norwich order is not actually available
under law in P.E.I., though the province does not seem to have had a pre-action
discovery case since 1980.26
In any event, it is likely that courts will ensure that they have the power and
jurisdiction to award Norwich or Norwich-type orders when they feel it appropriate
to do so. The Federal Court of Appeal has consistently held that it can award the
remedy, whether under its Rules of Court or by invoking the equitable bill of
discovery.27 In accordance with the Federal Court approach, and as will be seen,
Norwich relief is awarded whether the motion is brought prior to the main
proceedings beginning, or where a John Doe action has been brought, or even where
defendants in an existing action may have information that will unmask other
defendants. Moreover, given that the remedy is so intimately related to discovery,
litigators will continue to apply for pre-action discovery under the relevant civil
procedure rules, which are the logical “hooks” for obtaining the remedy in any
event.
While a full review of the development of Norwich case law is not necessary
for present purposes, it appears that the current test overall is essentially that
which was stated in Alberta (Treasury Branches) v. Leahy,28 which was adopted by
the Ontario Court of Appeal in GEA29 and confirmed most recently in that court’s
Johnston v. Frank Johnston’s Restaurants Ltd. (1980), 33 Nfld & P.E.I.R. 341 (C.A.).
BMG Canada Inc. v. John Doe, [2005] 4 F.C.R. 81, citing Glaxo Wellcome PLC v.
M.N.R., [1998] 4 F.C. 439 (C.A.).
28 (2000), 270 A.R. 1 (Q.B.), aff’d (2002), 303 A.R. 63 (C.A.), leave to appeal to SCC
refused [2002] S.C.C.A. No. 235.
29 Supra note 12. Leahy was also applied in Doucette v. Brunswick News, supra note
25.
26
27
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2013 decision in 1654776 Ontario Limited v. Stewart.30 Under that test, the burden is
on the applicant to show:
i)

it has a valid, bona fide or reasonable claim against the potential
defendant;

2.

ii)

the respondents are somehow involved in the acts complained of;

iii)

the respondents are the only practical source of the information;

iv)

the respondents can be indemnified for any costs of disclosure; and

v)

the interests of justice favour the obtaining of the disclosure.31

Pre-Action Discovery in Internet Defamation Cases: The Warman Test
Norwich relief can obviously be sought in quite a variety of situations, but the

development of how the test is applied in internet defamation cases has seen
interesting judicial discussions and debates arise. The story essentially begins with
the short decision of Justice Wilkins in Irwin Toy,32 in which the plaintiffs were
seeking disclosure by an ISP of information which would identify one of the ISPs
customers. The customer had allegedly sent out emails that were defamatory and
constituted breach of confidence and conversion. As is not unusual in these cases,
the ISP did not oppose the motion but required a court order to ground its
disclosure of the information. Despite the fact that the decision was in 2000—early
days in internet terms—and that the court relied only on Ontario Rules of Civil
2013 ONCA 184 [herafter Numco v. Stewart).
This statement of the test is essentially drawn from Numco v. Stewart, ibid., at
para. 25, though as will be seen the framing of first step was a matter of some
contention in that case. A substantially similar test was set out in College of Opticians
of British Columbia v. Coastal Contacts Inc., 2010 BCSC 104.
32 Supra note 16.
30
31
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Procedure 30.10 and 31.10 and did not consider Norwich, a number of Justice
Wilkins’ findings presaged the current state of affairs. He remarked on the fact that
internet users who chose to transmit information via an alias or pseudonym had
some expectation of privacy and confidentiality, particularly given that ISPs have
privacy policies which undertake to protect customer privacy to a certain extent.33
Some amount of this privacy had “significant safety value” and was “in keeping with
what should be perceived as good public policy.”34 Moreover, this level of privacy
should not be defeated simply because legal proceedings were sought:
Presumably, the true identity and appropriate address for service for a
defendant could arguably always be something of such importance as to
require its disclosure. Such disclosure, however, in my view, should not
be automatic upon the issuance of a Statement of Claim. If such were to
be the case, the fact of the anonymity of the internet could be shattered
for the price of the issuance of a spurious Statement of Claim and the
benefits obtained by anonymity lost in inappropriate circumstances.35
In the result, disclosure was ordered, essentially because the moving parties
had not been able to ascertain the identity of the potential defendant on their own
despite reasonably extensive investigation, and because they had made out a prima
facie case against that person in respect of the allegations set out in the Statement of
Claim.36 Justice Wilkins capped off his exercise in prescience with this comment:
…it is my view that it is important to comment on this form of motion as
it is anticipated that the courts will be seeing motions of this nature on a
more frequent basis, as members of the public become curious to
determine the true identity of the originator of messages, and/or

Ibid. at para. 10.
Ibid. at para. 11.
35 Ibid. at para. 17.
36 Ibid. at para. 18.
33
34
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information passed through the internet, or posted on “notice boards”
or disclosed in “chat room” therein.37
This prediction was quickly borne out, and writing in 2007, one
commentator explained an uptick in (unreported) applications for Norwich orders:
“the internet may increase the relevance of this remedy as internet anonymity has
increased the prevalence of the types of situations requiring Norwich orders: torts
committed by covert defendants whose identities are known by third-party
intermediates.”38 The next case of significance was York v. Bell,39 in which the
university was seeking information from Bell and Rogers, as ISPs, identifying users
who had made libelous remarks via email and on the website of the student
newspaper. While the application was made under Rules 30.10 and 31.10, Justice
Strathy fully applied the formulation of the Norwich test from GEA and held that the
information should be disclosed, though he relied on the finding of Wilkins J. in
Irwin Toy that prima facie proof of the case against the potential defendant was
required.40 In balancing the “interests of justice” in the fifth step of the test, he
briefly considered the privacy interests at play, emphasizing that the ISPs had
contractual arrangements in place with their users which limited their rights to
privacy and fully anticipated disclosure of personal information when legally
required, as well as enjoining users not to use the service for, inter alia, defamatory
purposes. Accordingly, a Bell or Rogers customer “can reasonably contemplate,
Ibid. at para. 8.
Yiu, supra note 11 at 43.
39 Supra note 14.
40 Ibid. at paras. 17, 25. He also relied on a U.S. case and a Canadian textbook for the
proposition that a prima facie case was required: see paras. 22 and 37.
37
38
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therefore, that his or her identity may be disclosed by order of the court in the event
he or she engages in unlawful, abusive or tortious activity.”41 In fact, the users would
have “no reasonable expectation of privacy.”42
Several of the strands from Irwin Toy and York v. Bell were woven together
by the decision of Justice Wilton-Siegel in Warman,43 and as will be explored below,
with some modification Warman can still be seen as the leading case on the Norwich
principles in the context of internet defamation claims. Warman arose in the context
of a defamation case which had already begun against named defendants, the
Fourniers. These defendants hosted a discussion forum (referred to in the decision
as a “Message Board”) called “Free Dominion,” which involved political and social
conversations between users. Warman alleged that he had been defamed by the
eight John Does also named in the action and had made a motion to compel the
Fourniers to disclose all information they had which might lead to the John Does
being identified, so that they could be named as Defendants. While he had taken the
relevant privacy interests into account, the motions judge had nonetheless issued
the order and the Fourniers appealed to the Divisional Court, at which point both
the Canadian Civil Liberties Association and the Canadian Internet Policy and Public
Interest Clinic were granted intervenor status.
Justice Wilton-Siegel began his reasons by holding that there were two sets
of Charter values engaged in the case: freedom of expression and privacy. It was
well-settled that freedom of expression had to be considered in defamation cases
Ibid. at para. 34.
Ibid. at para. 39.
43 Supra note 6.
41
42
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generally, and there was some authority for the notion that removing an individual’s
“right to remain anonymous” could breach the freedom.44 Privacy was implicated on
both sides: for the plaintiff, a person’s good reputation “is intimately connected to
his right to privacy” vis-à-vis defamation and thus could be affected by libel; while
for the defendant, internet users had some legitimate expectation that their
identities would be protected when they chose to act anonymously, and here the
information sought could also allow the plaintiff to “assemble a complete
informational profile of each defendant based on other use of the internet,” which
could invade their protected personal core of biographical information.45
He then developed the procedural underpinning of this sort of motion. First,
while the Charter did not strictly apply to litigation between private individuals, it
was reasonably settled in Ontario that “because the Rules of Civil Procedure have the
force of a statute, they must be interpreted in a manner consistent with Charter
rights and values.”46 Accordingly, Charter-protected interests had to be balanced
against the overall public interest in disclosure in the context of civil discovery
proceedings. Second, the motion was not strictly one for pre-action discovery since
information was being sought from existing defendants, but the Norwich framework
(as set out in GEA) should apply anyway, since the distinction between third-party
discovery and discovery of a party to obtain third party information was not a
meaningful one.47 The fact that the motion engaged Charter values meant that more

Ibid. at paras. 16-17.
Ibid. at paras. 18-21.
46 Ibid. at para. 22.
47 Ibid. at paras. 25-32.
44
45
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was required to accomplish the appropriate balancing than the usual tools of
relevance, privilege and the deemed undertaking of confidentiality. Centrally:
If disclosure were automatic, a plaintiff with no legitimate claim could
misuse the Rules of Civil Procedure by commencing an unmeritorious
action for the sole purpose of revealing the identity of anonymous
internet commentators, with a view to stifling such commentators and
deterring others from speaking out on controversial issues. For this
reason, the commencement of a defamation claim does not trump
freedom of expression or the right to privacy.48
Over the course of his reasons, and drawing on the earlier caselaw, Justice
Wilton-Siegel restated the Norwich test for application in the internet defamation
setting, which I would distil as follows. The motions judge should consider the
following factors:
-

whether the unknown alleged wrongdoer could have a reasonable
expectation of anonymity in the particular circumstances;

-

whether the applicant has established a prima facie case against the
unknown alleged wrongdoer and is acting in good faith;

-

where the motion is against a third party, whether the third party is in some
way connected to or involved in the misconduct;

-

whether the applicant has taken reasonable steps to identify the anonymous
party and has been unable to do so;

-

where the motion is against a third party, whether the third party is the only
practical source available to the applicant for the information;

48

Ibid. at para. 33.
16

-

where the motion is against a third party, whether the third party can be
reasonably compensated for expenses and legal costs arising out of
compliance with the discovery order; and

-

whether the public interests favouring disclosure outweigh the legitimate
interests of freedom of expression and right to privacy of the persons sought
to be identified if the disclosure is ordered. 49
On the second step regarding the threshold of the claim to be made out, the

court noted that the Norwich caselaw dictated that a simple bona fide basis for the
claim was required to be established, but drawing on both Irwin Toy and York v. Bell
he ruled that the higher prima facie standard was more appropriate, for two
reasons. First, the lower standard could be justified in cases where the plaintiff
needed to know particulars in order to ascertain the nature of its case against a
possible defendant, as otherwise the applicant could be stripped of its remedy. This
was not necessary in a defamation case, where the applicant would already know
enough of the details of the allegedly tortious conduct simply by reason of the
defamatory comments being brought to their attention.50
Second, there was a Charter-based justification, which is worth setting out in
full:
…because this proceeding engages a freedom of expression interest, as
well as a privacy interest, a more robust standard is required to address
the chilling effect on freedom of expression that will result from
disclosure. It is also consistent with the recent pronouncements of the
Supreme Court that establish the relative weight that must be accorded
the interest in freedom of expression. In the circumstances of a website
49
50

Drawing on paras. 30 and 34.
Ibid. at para. 41.
17

promoting political discussion, the possibility of a defence of fair
comment reinforces the need to establish the elements of defamation on
a prima facie basis in order to have due consideration to the interest in
freedom of expression. On the other hand, there is no compelling public
interest in allowing someone to libel and destroy the reputation of
another while hiding behind a cloak of anonymity. The requirement to
demonstrate a prima facie case of defamation furthers the objective of
establishing an appropriate balance between the public interest in
favour of disclosure and legitimate interests of privacy and freedom of
expression.51
Because the motions judge had not considered these issues in full, the motion was
remitted for re-consideration. In the result, the material was ordered disclosed by a
motions judge who applied the test outlined above.52

3.

The Procedural Aspects
Warman has since become the leading case on Norwich orders for internet

defamation, and it has been mentioned and/or followed in most, if not all, of the
relevant case law in Canada since its release. The insertion of Charter values is
perhaps the most interesting feature of this jurisprudence, and will be considered
independently in the next section. Before considering that subject, it is worth briefly
examining a few of the major procedural issues which have arisen in these cases,
whether through application of Warman itself or independently.

a)

The Evidentiary Threshold: Bona Fide or Prima Facie?

Ibid. at para. 42.
Warman v. Wilkins-Fournier, 2011 ONSC 3023. The matter eventually proceeded
to trial, at which the plaintiff was found to have been defamed and was awarded
damages and an injunction against the defendants publishing any of the defamatory
statements, all of which was upheld on appeal (2015 ONCA 873).
51
52
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The Canadian Norwich case law has been fairly consistent on the evidentiary
threshold which must be met regarding the case sought to be brought: the applicant
must make out a valid, bona fide or reasonable claim against the potential defendant.
As discussed above, however, in Warman Justice Wilton-Siegel explicitly imposed a
higher threshold upon cases of internet defamation which raise Charter values:
drawing on Irwin Toy and York v. Bell, he held that the applicant must make out the
higher standard of a prima facie case. This was on the basis that having the lower
bona fide standard was not necessary in that a potential defamation claimant did not
need the broader flexibility of a lower standard which was necessary for claimants
who needed more specific information about the possible defendant’s activities; the
defamation claimant, the argument went, already knows about the defamatory
words, and thus can more easily meet the higher standard. Moreover, in these cases
the Norwich order has the potential to impact upon Charter-protected values, and in
particular might produce “a chilling effect on freedom of expression;” thus, “a more
robust standard is required.”53 This requirement was followed in subsequent cases,
including the 2011 decision of Morris v. Johnson, where the motions judge
commented, “the importance of the stringent prima facie test is necessary in order
to protect and balance the public interest in favour of disclosure with the competing
interests of privacy and freedom of expression.”54
The most recent development on point was the Ontario Court of Appeal’s
2013 ruling in Numco v. Stewart,55 where Justice Juriansz appeared to explicitly
Warman, supra note 6 at para. 42.
2011 ONSC 3996 at para. 22.
55 Supra note 30.
53
54
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overturn Warman on this point and held that the bona fide standard applies. In this
(non-internet) case the plaintiff had sought Norwich-based disclosure of the identity
of confidential sources who had informed journalists of information that could have
helped to ground a potential class action. In upholding the GEA formulation of the
test for Norwich relief, the Court stated that both Warman and Morris had framed
this requirement incorrectly. The lower threshold, he explained, was more
appropriate because “the threshold for granting disclosure is designed to facilitate
access to justice by victims of wrongdoers whose identity is not known. Judicial
treatment of the Norwich application procedure should reflect its nature as an
equitable remedy.”56 He pointed out that Norwich relief had always been granted
quite broadly, sometimes simply to assist a prospective plaintiff “to determine if, in
fact, he had a cause of action against a suspected wrongdoer.” What determined
bona fides in a given case should be treated flexibly in a case-by-case manner
without unnecessary scrutiny of the merits of the claim, in keeping with the
equitable origin of the remedy.57
Justice Juriansz was alive to the Charter concerns that were raised in
Warman, in particular because the claim at issue involved freedom of expression
due to the involvement of the journalists. However, he felt that the initial threshold
should exclude such concerns: “Generally, values like freedom of expression are to
be considered at step five of the Norwich test,” since it explicitly involved
considering “whether the interests of justice favour disclosure.”58 This was
Ibid. at para. 58.
Ibid. at paras. 55-57.
58 Ibid. at para. 49.
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particularly apposite in the case before him as the “interests of justice” analysis was
to be accomplished by way of the Wigmore test for case-by-case privilege, as applied
in the journalism setting in accordance with Supreme Court of Canada
jurisprudence. The bona fide threshold should simply be able “to justify
consideration of the case as a whole. The apparent strength of the appellant’s case
can be revisited in the final weighing of all the relevant factors together.”59
For the moment Numco must be taken as the final word on the subject in
Ontario and will no doubt influence jurisprudence in other provinces. However, it is
worth considering whether it is necessarily a positive development. On the one
hand, the prima facie standard emerged somewhat organically and was not truly
grounded in the Norwich caselaw. Justice Wilkins applied it in Irwin Toy without any
authority being provided and, as discussed above, in a context where there was no
true consideration of what the Norwich framework should look like. In York v. Bell
Justice Strathy invoked Irwin Toy, statements from U.S. caselaw and doctrinal
writing to find that a prima facie basis was appropriate, but did not indicate that he
intended it to be a departure from the ordinary bona fide standard, and the decision
can be read as simply conflating the two. In Warman, by contrast, Justice WiltonSiegel grounded the departure from the bona fide standard in the fact that, unlike
other types of litigation in which Norwich orders might be sought, the internet
defamation setting engaged significant constitutional values. The remedy was one
which was to be applied flexibly and in a manner that suited the case at bar, and this
kind of situation justified a higher standard in order to be more protective of the
59
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constitutional considerations. Yet Justice Juriansz’s response in Numco is a fairly
complete one: the remedy in being flexibly applied must also be generously applied,
given its equitable origins as a means of helping potential plaintiffs whose wellgrounded claims might otherwise be confounded by stricter approaches. The
constitutional considerations were worthy of protection, but this can be
accomplished in the final part of the analysis where the “interests of justice” are
considered and all of the relevant considerations can be balanced thereafter.
In one way, this amounts to a judicial disagreement simply on the point of
whether the Charter values justify a slightly tougher approach to the evidentiary
basis of the applicant’s motion, and not on the relative importance of ensuring the
Charter values are considered. It is worth noting, however, that Justice Juriansz
made this finding in the context of a case which, in Norwich terms, was quite
different from internet defamation. Not only was the plaintiff not seeking to pierce
the informational privacy associated with computer use, which the Supreme Court
of Canada has told us is increasingly important,60 but to the more limited extent that
constitutional values were engaged in Numco they could conveniently be disposed
of by way of applying the Wigmore test as the sum total of the “balancing of the
interests of justice.” It may be that this difference in context had something of a
distorting effect upon how the overall Norwich test was framed in Numco. While
certainly the idea of piercing journalist confidentiality involves a weighty freedom of
expression issue, the threat of making it too easy to unmask anonymous internet
commentators is, as Justice Wilton-Siegel emphasized in Warman, a double-barreled
60
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one to both a user’s freedom of expression and their informational privacy. An
anonymous commentator, moreover, might have made statements which would
ultimately be vindicated by defences of truth or fair comment, both complete
defences to defamation claims, and it is not necessarily good public policy to make it
easy for them to be unmasked.61 The power differential should be considered, as
well, in that journalist privilege will tend to be defended by larger media
organizations (and their insurers), while a powerful public figure might be targeting
a regular, uninsured individual and simply trying to shut down otherwise wellgrounded commentary which makes the figure unhappy.62
I would suggest that this point is not yet settled, and will continue to provide
some grist for the mill of how civil litigation can become constitutionalized, which is
discussed further in section III, below.

b)

Reasonable Steps
Several of the requirements in the formulations of the Norwich test can be

seen as answering one overall question: has the plaintiff/potential plaintiff done all
Jonathan T. Feasby, “Who Was That Masked Man? Online Defamation, Freedom of
Expression and the Right to Speak Anonymously” (2002) 1:1 Canadian Journal of
Law & Technology, online: <
https://ojs.library.dal.ca/CJLT/article/view/6135/5453 >
62 On a more technical point, one author points to the recent Federal Court case of
Voltage Pictures v. John and Jane Doe, 2014 FC 161, where a bona fide case was made
out—and a Norwich order obtained—by evidence relying on IP addresses, which are
notoriously unstable and therefore unreliable. In the author’s view, a prima facie
standard would be more appropriate for this reason; see Ngozi Okidegbe,
“Rethinking Online Privacy in Canada: Commentary on Voltage Pictures v. John and
Jane Doe” (2014) 12 Canadian Journal of Law & Technology 245.
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they can reasonably do, and is this intrusive kind of order necessary in the
circumstances? Thus, in accordance with Numco v. Stewart and GEA, the plaintiff
must demonstrate that the respondents are the only practical source of the
information. In Warman the court expanded this step somewhat to include as a
particular consideration whether the applicant has taken reasonable steps to
identify the anonymous party and has been unable to do so. There is an eminent
practicality in such requirements, since it makes little sense to incur the time and
expense of court proceedings to obtain such information unless there is a good
reason that a party cannot obtain it themselves.
These kinds of requirements have seen consistent attention through the
course of both the pre- and post-Warman case law. It is not unusual for judges
simply to make reference to the relevant affidavits and declare themselves satisfied
that reasonable efforts have been made,63 or even find so implicitly.64 In some cases
it is made clear that the applicant has had to obtain a chain of Norwich orders (via
earlier and usually unreported decisions) in order to follow the informational trail
which is hoped to lead to the actual identity of the alleged defamer.65
On the other hand, in Morris v. Johnson,66 the plaintiff’s motion arose in the
context of an existing action in which she sought information that would identify
other potential defendants. Her request for relief was denied in part because she
had failed to plead the particulars of her defamation claim, but also because she had
Doucette, supra note 25 at paras. 17-18.
Mosher v. Coast Publishing, 2010 NSSC 153.
65 Pierce v. Canjex Publishing Ltd., 2011 BCSC 1503; Latner v. John Doe, 2010 ONSC
4989.
66 Supra note 54.
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not taken reasonable steps to identify the anonymous defendants; Chief Justice
Brown noted that she could have proceeded to both documentary and oral
discovery against the existing parties and attempted to obtain the identities sought.
With regard to a third party from whom she sought information, there was no
evidence that he was the only practicable source of the information and what
information he could be shown to have had was privileged because it was made in
the context of a settlement negotiation. In Burke v. John Doe,67 a motions judge held
that a motion for substituted service to anonymous defendants, by way of private
message to their online accounts with the platform on which they commented, was
justified in part because the only alternative was to proceed by way of a Norwich
order which would be lengthy, time-consuming and probably not as effective.
An interesting wrinkle here is the role of the ISPs such as Bell or Rogers, or
website hosting companies, which are most frequently the target of Norwich order
motions in these cases. Norwich orders are sometimes referred to as a “gatekeeper
to the courtroom,” in the sense that without obtaining one some plaintiffs may have
their otherwise potentially meritorious claims frustrated. The internet companies
involved in these proceedings have historically set themselves up in a subgatekeeper role, but one without much in the way of teeth. In some sense the
companies are the guardians of their customers’ privacy and indeed they are
contractually bound to do so, yet as noted above in typical user contracts there are
clauses indicating that information will be disclosed where required by law. Most
often the companies indicate that they will not contest the motion and do not
67
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appear, but do require a court order as authority to disclose the information.68 This
is a sensible business decision which runs little risk for the companies, not to
mention being inexpensive since another requirement of the Norwich test is that
third parties must be able to be compensated by the applicant for whatever expense
they might incur in complying with the order (which is not likely to be large in any
event).
In the current climate, however, it is notable that data companies have been
hardening their stances about how protective they are going to be over user data, at
least vis-à-vis the state in criminal and national security matters. The Wikileaks
disclosures have made many companies leery about cooperation with governments
and courts,69 and it is notable that Apple,70 Microsoft71 and even Canadian internet
service providers72 have taken up the cause of customer privacy in recent days.
Whether this will spill over onto Norwich proceedings is worth watching.

See e.g. Gold Bullion Development Corp. v. Stockhouse Publishing Ltd., 2013 BCSC
784; King v. Power, 2015 NLTD(G) 32.
69 See Statement of David S. Kris Before the Committee on the Judiciary, U.S. House of
Representatives, Hearing on International Conflicts of Law Concerning Cross Border
Data Flow and Law Enforcement Requests February 25, 2016, online:
<http://judiciary.house.gov/_cache/files/95e3c0d6-2da2-40f3-a91aa4849ff240b8/david-kris-testimony.pdf>
70 As has been widely reported, Apple has been engaged in litigation with the U.S.
government over whether it can be compelled to “unlock” cell phones for police
investigative purposes. See “FBI breaks into iPhone of San Bernadino shooter
without Apple’s help,” CBC News (28 March 2016), online: <
http://www.cbc.ca/news/technology/fbi-san-bernardino-iphone-break-1.3509899
>
71 See Sarah McBride, “Microsoft sues U.S. government over data requests,” Reuters
(15 April 2016), online: < http://www.reuters.com/article/us-microsoft-privacyidUSKCN0XB22U >
72 See R. v. Rogers Communications, 2016 ONSC 70, where Rogers and Telus
successfully challenged production orders requiring them to provide large amounts
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c)

Anonymity for Child Plaintiffs
An interesting procedural development which emerged from a motion for a

Norwich order in an internet defamation case was on the issue of whether potential
plaintiffs could have their identities protected as they went through the motions
process. In A.B. v. Bragg Communications Inc.,73 the 15-year old applicant had
discovered, and been distressed by, a fake Facebook profile which depicted her in
unflattering terms and contained scurrilous and obscene statements about her. She
brought a motion for a Norwich order compelling the ISP, Bragg, to disclose
information identifying the individual(s) who had set up the profile so that she
could sue in defamation. She also asked that she be allowed to proceed
anonymously during the motion proceedings and that the content of the fake
Facebook profile be sealed. The motions judge74 granted the Norwich order but
refused to order anonymity and sealing, on the basis that press freedom should not
be restricted in a situation where no evidence had been filed that publication would
cause any harm to the girl. This decision was upheld by the Nova Scotia Court of
Appeal75 and the matter proceeded to the Supreme Court of Canada on the discrete
issue of anonymity and sealing.
Writing for a unanimous court, Justice Abella overturned the lower court
decisions and imposed an order that the child be able to proceed anonymously for
of cell tower data that would have identified (unnecessarily) thousands of their
customers.
73 2012 SCC 46.
74 A.B. v. Bragg Communications Inc., supra note 25.
75 2011 NSCA 26.
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the motion proceedings. Justice Abella noted that press freedom has historically
been abridged in situations where harm to an individual is not explicitly proven, but
is objectively discernable,76 and that the law has long been protective of children
due to their vulnerability.77 Relying on various social science and doctrinal material
regarding cyberbullying and its effects (and taking what some might view as an
astonishing amount of judicial notice), Abella J. held that the extensive harm
resulting from cyberbullying could be logically inferred, and did not need to be
specifically proven.78 Protecting the privacy of children in this context was
necessary, both because of the additional harm that could be caused by further
publication and circulation of impugned content, and because the prospect of
further publication and circulation of the harmful material could de-motivate
victims to report the cyberbullying and/or seek legal redress.79 Therefore the
youth’s privacy interest outweighed any damage to the open court principle,
particularly since maintaining her anonymity through the motions process was
sufficiently protective and the non-identifying material from the fake Facebook
profile could still be reported upon.
In one sense the Supreme Court has simply set a procedural precedent in
A.B., to the effect that child applicants in civil proceedings regarding cyberbullying
will be allowed to proceed anonymously. It is difficult to argue with the salutary
effect of the finding, and it is not difficult to foresee it being extended to other online
defamation proceedings brought by youths, since the line between defamation and
Supra note 73 at paras. 15-16.
Ibid. at para. 17.
78 Ibid. at para. 20.
79 Ibid. at paras. 22-26.
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cyberbullying is by no means clear and probably not particularly useful in any event.
As Professor MacKay notes, however, the decision also “lays the foundation for
future expansion of the privacy rights of victims seeking access to legal remedies,”
which might extend beyond youths to other marginalized or significantly oppressed
groups in society—which in turn concurrently advances an equality agenda.80 This
raises again the invocation of Charter-protected values and how they are applied
and treated in the context of civil litigation where, formally speaking, the Charter
does not apply, to which this paper will now turn.

III.

Charter Rights as Procedural Tools

1.

The Relationship Between the Charter, the Common Law and Civil

Procedure
The Charter is the primary vehicle that protects the human rights of
Canadians and individuals in Canada; it shapes the interactions between state and
people, and ultimately protects people from unconstitutional state action. Section 32
of the Charter is clear that it applies to the federal, provincial and territorial
governments of Canada and thus as a starting point it is inapplicable to civil
litigation; as Justice MacIntyre wrote in RWDSU v. Dolphin Delivery, “Where…private
party ‘A’ sues private party ‘B’ relying on the common law and where no act of

A. Wayne MacKay, “Law as an Ally or Enemy in the War Against Cyberbullying:
Exploring the Contested Terrain of Privacy and Other Legal Concepts in the Age of
Technology and Social Media” (2015) 66 U.N.B.L.J. 3 at para. 141 (QL). See also Jane
Bailey, “‘ Sexualized Online Bullying’ Through an Equality Lens: Missed Opportunity
in A.B. v. Bragg?” (2014) 59 McGill L.J. 709.
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government is relied upon to support the action, the Charter will not apply.”81
However, the Court immediately pointed out that this did not mean that the Charter
was irrelevant, and held that “the judiciary ought to apply and develop the
principles of the common law in a manner consistent with the fundamental values
enshrined in the Constitution.”82
This has developed into an interesting line of jurisprudence in which the
courts have sought to infuse the common law with Charter values. The Supreme
Court explained further in Retail, Wholesale and Department Store Union, Local 558
v. Pepsi-Cola Canada Beverages (West), Ltd.:
The reasons of McIntyre J. [in Dolphin Delivery] emphasize that the
common law does not exist in a vacuum. The common law reflects the
experience of the past, the reality of modern social concerns and a
sensitivity to the future. As such, it does not grow in isolation from the
Charter, but rather with it.
Although s. 2(b) of the Charter is not directly implicated in the present
appeal, the right to free expression that it enshrines is a fundamental
Canadian value. The development of the common law must therefore
reflect this value. Indeed, quite apart from the Charter, the value of free
expression informs the common law. As McIntyre J. observed in Dolphin
Delivery, supra, at p. 583:
Freedom of expression is not, however, a creature of the
Charter. It is one of the fundamental concepts that has
formed the basis for the historical development of the
political, social and educational institutions of western
society.
At the same time, it must be recognized that the common law addresses
a myriad of very diverse relationships and seeks to protect a host of
legitimate interests not engaged by the Charter. Salient among these are
the life of the economy and individual economic interests. Common law
rules ensure the protection of property interests and contractual
81
82
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relationships. Nevertheless, where these laws implicate Charter values,
these values may be considered.
In Hill v. Church of Scientology of Toronto, [1995] 2 S.C.R. 1130, at para.
97, the Court adopted a flexible balancing approach to addressing
alleged inconsistencies between the common law and Charter values:
Charter values, framed in general terms, should be weighed
against the principles which underlie the common law. The
Charter values will then provide the guidelines for any
modification to the common law which the court feels is
necessary.
The Court also cautioned that: "[f]ar-reaching changes to the common
law must be left to the legislature" (para. 96). Finally, the Court
determined that the party alleging an inconsistency between the
common law and the Charter bears the onus of proving "that the
common law fails to comply with Charter values and that, when these
values are balanced, the common law should be modified" (para. 98).83
As alluded to above, the Supreme Court has invoked this doctrine in holding
that Charter values are to be considered in the development of defamation law, and
have used it shape both the parameters of the tort itself and the development of
defences.84 However, it can also be observed that this application of Charter values
is sometimes employed in such a way as to seep through into the more narrowly
procedural law, as well. There is a longer and interesting conversation to be had on
this topic, but this section will focus on how the Charter appears to affect the
analysis of how and whether Norwich orders should granted in internet defamation
cases.

2.

Privacy

2002 SCC 8 at paras. 18-22. And see R. v. Salituro, [1991] 3 S.C.R. 654 at p. 670.
Hill v. Church of Scientology of Toronto, [1995] 2 S.C.R. 1130; Grant v. Torstar
Corp., 2009 SCC 61.
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Privacy has obviously become one of the defining issues of the current
Canadian and international legal milieu, particularly given the profound area of
interplay between the use of technology, particularly the internet, and the
protection and/or loss of privacy. Of late the Supreme Court of Canada has been
actively developing the underpinning of the protection against unreasonable search
and seizure set out in s. 8 of the Charter, in the context of cases dealing with
computers and other electronic devices.85 Most recently, in R. v. Spencer the
Supreme Court developed the “informational privacy” aspect of the s. 8 right as the
one most relevant to the use of the internet and internet-enabled devices. Justice
Cromwell, writing for a unanimous court, held that this analytical conception of
privacy has three components: privacy as secrecy (where confidentiality attaches to
personal information); privacy as control (an individual’s interest in controlling and
limiting access to information about themselves); and privacy as anonymity (the
ability to communicate information without having the communication linked to the
individual).86 Cromwell J. noted that anonymity, in particular, is “particularly
important in the context of internet usage,”87 as it is anonymity which attaches a
reasonable amount of privacy to otherwise public activity, and is “essential to the
individual’s personal growth and the flourishing of an open and democratic
society.”88

R. v. Morelli, 2010 SCC 8; R. v. Cole, 2012 SCC 53; R. v. Vu, 2013 SCC 60; R. v.
Spencer, 2014 SCC 43.
86 Spencer, ibid. at paras. 37-42.
87 Ibid. at para. 47.
88 Ibid. at para. 48, quoting from R. v. Ward, 2012 ONCA 660 per Doherty J.A.
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Privacy has also been used by the courts to shape the common law in various
ways, and indeed the concept of informational privacy has lately been used to create
new civil causes of action for breach of privacy.89 Yet the deeply complex and
potentially explosive relationship between technology and privacy is touching and
sometimes reshaping many of the moving parts in the administration of justice,90
including procedure. It is important to note, however, that the protection of privacy
interests of private litigants and third parties is hardly a new notion to the courts of
civil jurisdiction, not least in the discovery context with which we are here
concerned. In a system which has traditionally rested on the broad Peruvian Guano
standard of “semblance of relevance” as an appropriate threshold for discovery,91
motions judges have always applied a common sense notion of protecting
litigants—and particularly third party witnesses—from unnecessary intrusion into
their private lives and information by way of discovery. Any litigator with more than
ten minutes of experience will have encountered judicial disapproval of discovery
that amounts to no more than a “fishing expedition,” a stance which protects against
discovery in situations where the information sought is only of highly speculative
relevance. The use of this tool has been ratcheted up significantly in recent days, due
to two interwoven factors: 1) the increasing use of “proportionality” as a means of
See Jones v. Tsige, 2012 ONCA 32, which recognized the tort of “intrusion upon
seclusion,” and Jane Doe 464533 v. N.D., 2016 ONSC 541, which recognized a related
tort of “public disclosure of embarrassing private facts.”
90 See, for example, Karen Eltis, “The Judicial System in the Digital Age: Revisiting
the Relationship Between Privacy and Accessibility in the Cyber Context” (2011) 56
McGill L.J. 289, in which Professor Eltis examines the issue of online access to
electronic court records.
91 Compagnie Financiere et Commerciale du Pacifique v. Peruvian Guano Company
(1882), 11 QBD 55 (C.A.).
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effecting civil procedure reform, by which the amount of discovery allowed for a
claim must have some parity with the amount involved and importance of the issues
in the case; and 2) the intrusiveness and sheer volume concerns of electronic
discovery, which have led courts and procedure reformers to ensure that privacy is
balanced in formulating e-discovery solutions.92
The courts have also been alive to Charter concerns in the context of
discovery for some time, as aptly illustrated in the case of M.(A.) v. Ryan.93 In that
case the plaintiff had brought a civil action against Ryan for sexual battery after
receiving psychological counseling. Ryan sought discovery of her counseling records
but the plaintiff resisted on the basis that the records were confidential and claimed
the Wigmore case-by-case privilege over them. For the majority McLachlin J. (as she
then was) resolved the privilege claim in favour of an attenuated disclosure of the
records due to the intense privacy interests inherent in them, thus factoring the
privacy interests into the Wigmore analysis and balancing them with society’s
overall interest in the parties having the broadest access to discovery necessary. She
summed up the relevant parts of her analysis as follows:
A document relevant to a defence or claim may be required to be
disclosed, notwithstanding the high interest of the plaintiff in keeping it
confidential. On the other hand, documents of questionable relevance or
which contain information available from other sources may be
declared privileged. The result depends on the balance of the competing
interests of disclosure and privacy in each case. It must be borne in
mind that in most cases, the majority of the communications between a
psychiatrist and her patient will have little or no bearing on the case at
bar and can safely be excluded from production. Fishing expeditions are
See Robert J. Currie & Steve Coughlan, “Canada” in Stephen Mason, ed., Electronic
Evidence, 3rd ed. (London: LexisNexis Butterworths, 2012), where Prof. Coughlan
and I explore these developments in more detail.
93 [1997] 1 S.C.R. 157.
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not appropriate where there is a compelling privacy interest at stake,
even at the discovery stage. Finally, where justice requires that
communications be disclosed, the court should consider qualifying the
disclosure by imposing limits aimed at permitting the opponent to have
the access justice requires while preserving the confidential nature of
the documents to the greatest degree possible.
[….]
I accept that a litigant must accept such intrusions upon her privacy as
are necessary to enable the judge or jury to get to the truth and render a
just verdict. But I do not accept that by claiming such damages as the
law allows, a litigant grants her opponent a licence to delve into private
aspects of her life which need not be probed for the proper disposition
of the litigation.94
Justice McLachlin also invoked the need to develop the common law in
concert with Charter values, noting that both the privacy values inherent in section
8 and equality values in s. 15 should be weighed in balancing the need for
disclosure; the privacy interest of a patient being counseled after sexual assault was
obviously intense, and moreover since such victims were predominantly women
disclosure could impact upon her unequally as a matter of gender.95
Most recently, all of these strains have come together as motions courts have
examined requests for discovery of electronic data involving computer use of all
kinds, though particularly information on social media platforms such as Facebook,
and all of which can fairly be described as material in which an individual has a
strong prima facie entitlement to informational privacy. What is so interesting is the
manner in which privacy has become something of a meta-value that is more openly
weighed by motions judges than was ever the case in former times, when all of the
94
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relevant considerations could be encapsulated in the prohibition of “mere fishing
expeditions.” Courts have recognized not just the intrusiveness of the discovery
process into an individual’s overall lifestyle as exercised through their
internet/device usage, but have been willing to tailor or curtail production so that
the swathes of irrelevant but highly personal portions of computer data that might
otherwise be caught up in broad discovery are filtered out or otherwise protected.
For example, courts have declined to order production of “mirror images” of
computer hard drives on this basis,96 and have been protective of privacy interest in
social media profiles in cases where reasonable expectations of privacy are present
and good faith discovery would not otherwise be frustrated.97 Moreover, some
courts have explicitly taken up the Charter gauntlet thrown down by the Supreme
Court and employed the s. 8 jurisprudence in order to shape the civil discovery
context in these cases. In Carter v. Connors,98 Justice Ferguson presided over a
motion to compel computer usage and Facebook data from a plaintiff in a personal
injury action, and drew extensively on the case law on informational privacy as a
means of assessing the reasonable expectation of privacy for a party in a civil case.

See Baldwin Janzen Insurance Services (2004) Ltd. v. Janzen, 2006 BCSC 554;
Innovative Health Group Inc. v. Calgary Health Region, 2008 ABCA 219.
97 There is a fair amount of jurisprudence and discussion on this point; see Pamela
D. Pengelley, “Fessing up to Facebook: Recent Trends in the Use of Social Network
Websites for Civil Litigation” (2009) 7 Canadian Journal of Law & Technology 319;
Teresa Scassa, “Social Networking, Privacy and Civil Litigation: Recent
Developments in Canadian Law” (2011) 8(8) Canadian Privacy Law Review 77;
Christopher J. Edwards & Michael D. Swindley, “Throwing the (Face)book at ‘Em:
The Use and Abuse of Social Media in Civil Litigation: Facebook, Twitter, the Rules of
Civil Procedure and the Rules of Professional Conduct” (2011) 38 Adv. Q. 19; Currie
& Coughlan, supra note 92.
98 2009 NBQB 317.
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In my view, Warman is not only still the leading case on unmasking
anonymous commenters in defamation cases, but is the latest bench-mark in this
intermingled juxtaposition of technology and privacy in the civil litigation realm. It
certainly demonstrates that the privacy interests involved in defamation cases are
among the most intense that are dealt with in civil litigation, but it is also a flashpoint for the clash of traditionally broad discovery rights with technological
developments and evolving understandings of the reach of constitutional human
rights protections. It is therefore of broader jurisprudential interest beyond the
development of defamation law and procedure.
As a starting point, it is worth re-examining the source of a motions court’s
jurisdiction to infuse discovery issues with Charter values. While, as discussed
above, the Supreme Court has quite explicitly mandated the development of the
common law in concert with Charter values, it has not been equally explicit that civil
procedure is to be treated similarly. Even in M.(A.) v. Ryan, which dealt with
discovery, the Court was using Charter values as a way of shaping the Wigmore
privilege, a creature of pure common law. In Warman Justice Wilton-Siegel based his
invocation of Charter values on the ruling of the Divisional Court in D.P. v. Wagg,99 a
case in which a party in a civil suit attempted to compel disclosure of evidence that
had been obtained by the government in a criminal prosecution of the defendant,
but in violation of the defendant’s Charter rights. The Divisional Court relied on a
longer excerpt from MacIntyre J.’s decision in Dolphin Delivery, which contained the
following enigmatic passage:
99
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It would also seem that the Charter would apply to many forms of
delegated legislation, regulations, orders in council, possibly municipal
by-laws, and by-laws and regulations of other creatures of Parliament
and the Legislatures. It is not suggested that this list is exhaustive.
Where such exercise of, or reliance upon, governmental action is
present and where one private party invokes or relies upon it to
produce an infringement of the Charter rights of another, the Charter
will be applicable.100
The Divisional Court then reasoned that, since the Rules of Civil Procedure are
“regulations that have the force of a statute,” then “Charter values and
considerations come into play and must be considered.”101 On appeal, as Justice
Wilton-Siegel noted, Doherty J.A. was content to assume for the purposes of the case
that “Charter values should inform the discovery process,”102 though it appears the
case was decided on the basis that the court’s inherent jurisdiction allowed it to
exercise control over all discovery process and ensure the protection of all relevant
interests.
This seems somewhat convoluted and inconclusive. MacIntyre J.’s remark
from Dolphin Delivery, if taken literally, could mean that the Charter might apply
directly to the Ontario Rules of Civil Procedure given that they are regulations; yet
this was clearly not what either level of court in D.P. v. Wagg intended, nor have
courts tended to act this way. Moreover, while many sets of provincial civil
procedure rules have the force of a statute, some do not, which would leave some
ambiguity. A better approach is to recognize that the Norwich order is an equitable
remedy and thus completely within the common law jurisdiction of the court, so it is
Dolphin Delivery, supra note 81 at 602-603, as quoted in D.P., ibid. at para. 65.
Ibid. at para. 66.
102 (2004), 71 O.R. (3d) 229 at para. 61.
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amenable to Charter-directed development. In provinces where the status of the
equitable remedy is in doubt due to reception dates (as explored above, New
Brunswick, Nova Scotia and Prince Edward Island) it seems entirely appropriate to
focus on the remedy as a manifestation of the superior court’s inherent jurisdiction,
which can also be influenced by Charter considerations. After all, discovery—and,
for that matter, the application of all civil procedure rules—are ultimately an
exercise of inherent jurisdiction in any event. In the end, whatever historical
concerns might linger, judges are unlikely to lose much sleep over this issue and will
likely to continue to incorporate Charter values into their analyses.
In terms of how privacy values are to be incorporated into the Norwich
analysis, Warman is instructive. Wilton-Siegel J. noted that the weighing of interests
must be “express,” and that the balancing was essential to proper disposition of the
application:
In order to prevent the abusive use of the litigation process, disclosure
cannot be automatic where Charter interests are engaged. On the other
hand, to prevent the abuse use of the internet, disclosure also cannot be
unreasonably withheld even if Charter interests are engaged.103
Regarding privacy specifically, as discussed above, having identified the various
privacy interests engaged the court inserted as the first step in the analysis
consideration of “whether the unknown alleged wrongdoer could have a reasonable
expectation of anonymity in the particular circumstances.” Whether one
characterizes this as a finding of fact or mixed fact and law, it is obviously an
important step since this finding will rather drastically affect whether privacy
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interests need to be balanced at all. However, it seems oddly placed in the test; since
privacy interests (both Charter-based and otherwise) will be balanced in the final
“interests of justice” portion of the analysis, it would be more logical to have this
question as a formal part of that balancing step. The focus of the initial parts of the
test is really on whether the applicant has demonstrated the factual grounds for
awarding of the remedy (bona fide case, reasonable grounds, implication of
respondent in alleged tort, etc.), and moving this question to the end allows for a
cleaner shift of focus to the factors that might tip the balance away from the remedy.
As to the balancing itself, while personal and territorial privacy might be
implicated in a particular case, it seems correct that Justice Wilton-Siegel addressed
informational privacy as the primary locus of the analysis for internet defamation.
Norwich orders are only likely to be sought in circumstances where the alleged
defamer has made their statements behind the screen of some kind of online
pseudonym, in which case all three aspects of informational privacy set out in
Spencer—privacy as secrecy, control and anonymity—are going to be relevant.
While Warman was released prior to Spencer, it identifies the important points to be
weighed. All of the jurisprudence indicates that the courts are comfortable with the
notion that some amount of anonymity in the course of internet usage is worthy of
some protection and indeed is good public policy, and that an individual’s choice to
proceed anonymously indicates some subjective expectation of privacy that may be
reasonable. The control aspect is also engaged, in that the data disclosed might be
able to reveal much about the user’s personal core of biographical information,
particularly internet usage, which would not otherwise be necessary to dispose of
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the motion itself or even of the ultimate defamation proceeding. This factor is more
likely to be used to tailor the scope and/or type of information that is ordered
disclosed on a successful application, driving an interest in compelling only as much
information as is relevant and necessary and explicitly shielding the rest. This is a
point on which courts might consider Justice McLachlin’s dictum from M.(A.) v. Ryan
as quoted above:
where justice requires that communications be disclosed, the court
should consider qualifying the disclosure by imposing limits aimed at
permitting the opponent to have the access justice requires while
preserving the confidential nature of the documents to the greatest
degree possible.104
Spencer’s development of informational privacy as the “right to anonymity” is
still quite recent, but it is likely to—and should—play a major role in assessing the
Norwich remedies being discussed here.105 This is important, not only because of the
inherent value and increasing relevance of the privacy interest at play, but because
of the effectively ex parte nature of these motions. Most often, as has been shown,
the applicant is simply trying to prise information that identifies the alleged
defamer out of an existing defendant, who may not have much interest in contesting
the matter, or out of a mostly disinterested and non-contesting third party such as
an ISP. An instructive example is the English case of Sheffield Wednesday Football
Club Ltd. et al v. Hargreaves,106 in which the applicant company and individuals in its
employ sought disclosure of the identities of various John Does who had made
Supra note 93.
A recent decision, King v. Power, supra note 68, addressed these aspects of
Spencer but with little analysis.
106 [2007] EWHC 2375 (Q.B.), which was cited by Justice Wilton-Siegel in Warman,
supra note 6 at para. 35.
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derogatory comments on a fan website dedicated to the football club. The operator
of the website, Hargreaves, appeared but did not contest the order being issued.
Nonetheless, Deputy Judge Parkes felt compelled to make an inquiry into the privacy
interests at play, due to the procedural context of this sort of Norwich motion:
I must satisfy myself that the order sought is indeed a proper order to
make. The proposed order will, if granted, disclose to the Claimants the
identities, or at least the e-mail addresses, of users of the Defendant's
website who must have expected, given their use of anonymous
pseudonyms, that their privacy would be respected. As the Court of
Appeal observed in Totalise PLC v The Motley Fool Ltd [2002] EWCA Civ
365, [2002] 1 WLR 2450 at paragraph 25, in a case where the proposed
order will result in the identification of website users who expected
their identities to be kept hidden, the court must be careful not to make
an order which unjustifiably invades the right of an individual to
respect for his private life, especially when that individual is in the
nature of things not before the court. Equally, it is clear that no order
should be made for the disclosure of the identity of a data subject,
whether under the Norwich Pharmacal doctrine or otherwise, unless the
court has first considered whether the disclosure is warranted having
regard to the rights and freedoms or the legitimate interests of the data
subject (see paragraph 6 of schedule 2 of the Data Protection Act 1998).
As the Court of Appeal pointed out… it is difficult for the court to carry
out this task if it is refereeing a contest between two parties neither of
whom is the person most concerned, that is to say the data subject.107
The alleged defamer will usually not be there to raise any opposing interests,108 and
thus the court must be prepared to embark on the balancing of interests openly and
with great vigour.

3.

Freedom of Expression: Resisting the SLAFE

Ibid. at para. 9.
The idea of notice of the motion being given to a John Doe defendant or potential
defendant was raised in both York v. Bell and in Warman, but to little effect and with
no consideration of how this could be accomplished; see Warman, supra note 6 at
para. 43.
107
108

42

As Justice Wilton-Siegel emphasized in Warman, freedom of expression is
another Charter value that must be weighed in this setting. All of the general
comments above regarding the application of Charter values to the common law
apply in the same way as regards freedom of expression, but there are a few discrete
points worth considering here.
The tension points that emerge here are easy to ascertain and can be simply
stated. The internet and in particular the rise of social media have brought the
problems associated with anonymous commentary into sharper relief than ever
before, since the sheer accessibility and amount of it have increased exponentially.
There is certainly a place for the traditional broad application of civil procedure
mechanisms, in particular the tools of discovery, in ascertaining the identities of
potential defendants, since as Wilton-Siegel J. stated in Warman, “there is no
compelling public interest in allowing someone to libel and destroy the reputation
of another, while hiding behind a cloak of anonymity.”109 On the other hand, there is
obvious public interest in a certain amount of anonymity on the internet,110 and the
power of the courts should not be used to peel it away without good and
demonstrable reason. If a Norwich order in this context is too easy to get, as Justice
Wilkins pointed out in Irwin Toy, “the fact of the anonymity of the internet could be
shattered for the price of the issuance of a spurious Statement of Claim.”111
Moreover, Justice Wilton-Siegel spoke in affirmative terms of “the chilling effect on
Ibid. at para. 42.
Spencer, supra note 85. And see Gary T. Marx, “What’s in a Concept? Some
Reflections on the Complications and Complexities of Personal Information and
Anonymity” (2006) 3 UOLTJ 1.
111 Supra note 16 at para. 17.
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freedom of expression that will result from disclosure,”112 and pointed to the
mischief which could be created where the order was sought “with a view to stifling
such commentators and deterring others from speaking out on controversial
issues.”113
In my view, it is this latter observation which must be borne uppermost in
mind by parties considering (and judges hearing) applications for Norwich orders in
internet defamation cases, and which moreover must be given explicit
consideration. Freedom of expression is a constitutional value which the Supreme
Court has instructed us must be given weight in the overall defamation context, and
in the Norwich context it is important that we not simply mouth the words but
rather that the specific problems raised by freedom of expression be openly
weighed in each such case. This needs to be seen for what it is—an access to justice
problem—in an exercise of awareness of the current context of national crisis in our
civil justice system.114 Starkly put, this formidable procedural tool can be a potent
and malign weapon in the hands of the powerful, well-resourced and overlysensitive. While the threat or reality of legal proceedings can and should demotivate those inclined to make seriously injurious defamatory statements, it is
vital to be wary of the Norwich order being used as what has often been termed a
“SLAPP suit” (Strategic Lawsuit Against Public Participation), or what in this context
might be more appropriately called a “SLAFE suit” (Strategic Lawsuit Against
Supra note 6 at para. 42, emphasis added.
Ibid. at para. 33.
114 As always the starting point for this conversation is Action Committee on Access
to Justice in Civil and Family Matters, Access to Civil and Family Justice: A Roadmap
for Change (Ottawa: 2013), online: < http://flsc.ca/wpcontent/uploads/2014/10/ACCESSActionCommFinalReport2013.pdf >
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Freedom of Expression). As lawyers and judges, we should ensure that we descend
from the rarified air of legal practice and acknowledge that the “chilling effect” so
powerfully invoked by Justice Wilton-Siegel happens when a potential client is made
aware of hourly billable rates and mandatory deposits. The individual unmasked by
the Norwich order may simply fold up their tent, withdraw/unpublish any remarks
they have made and even make any public apology demanded by the allegedly
defamed person—regardless of the truth, justification or public worthiness attached
to the statements. “You’ll get costs if you win” is pale comfort.
In the context of the defamation action proper, there is at least potential
room to combat the SLAFE suit in some contexts; both Ontario and Quebec have
enacted “anti-SLAPP” legislation that is explicitly meant to allow individuals to
combat court proceedings that seek to curtail public debate and freedom of
expression, and these laws allow for findings of abuse of process and robust cost
awards.115 Yet again, it is important to appreciate how this plays out in the real
world, where a lawyer would advise a client that such a motion would indeed be
possible to bring, but might not be successful, and even if it is the costs award would
not be automatic. Moreover, there are eight provinces and three territories that do
not have anti-SLAPP legislation. Accordingly, the Norwich motion is best seen as an
additional bulwark against unmeritorious litigation, by way of the kind of open and
robust balancing of freedom of expression called for in Warman. While freedom of
expression is an historical creature of the common law, its fullest analysis in modern
In Ontario it is in the new ss. 137.1-137.5 of the Courts of Justice Act, R.S.O. 1990
c. C.43.; in Quebec it is the Act to amend the Code of Civil Procedure to prevent
improper use of the courts and promote freedom of expression and citizen
participation in public debate, S.Q. 2009, c. 12.
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times has been in the context of Charter litigation and that jurisprudence, as
outlined above, can and should be drawn upon.
To be sure, many Norwich motions of this sort will be successful because they
should be so, since anonymity, despite its overall value, should not be a vehicle for
impunity. Most often the applicant will be able to present both the defamatory
words and some sense of their relative lack of worth in the evidence presented to
the motions court. It is even worth considering whether this should be made a
formal requirement for obtaining the order, even though it is practically inevitable,
as a means of underscoring that the cost of the order to freedom of expression must
be publicly, demonstrably worth bearing.
Moreover, it would be more protective of freedom of expression if courts can
and do weigh, for lack of a better phrase, just how defamatory the statements are.
This will be particularly useful where the applicants are public figures of some sort,
who are expected to be somewhat more robust than private citizens. Sheffield
Wednesday Football Club is again instructive. Noting the discretionary nature of the
order, Deputy Judge Parkes invoked authorities requiring consideration of, inter
alia: “…the gravity of the defamatory allegations, whether the wrongdoer was
waging a concerted campaign against the Claimant, the size and extent of the
potential readership….”116 He then stated:
a judge might refuse disclosure of the identity of an alleged wrongdoer
whose attacks, though legally defamatory, were so obviously designed
merely to insult as not to carry a realistic risk of doing the claimant
quantifiable harm. In other words, it is relevant to the exercise of the
discretion to consider whether the words complained of were, even if
116
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strictly defamatory, more than a trivial attack which would not be taken
seriously.117
In the result, while the order was issued with regard to comments which suggested
greed, dishonesty and untrustworthiness, the court refused to attach it to some of
the statements which were variously described as: “barely defamatory or little more
than abusive or likely to be understood as jokes….no more than saloon-bar
moanings[.]”118
Such detailed weighing, and the inclusion of the sort of de minimis threshold
imposed by Deputy Judge Parkes, would be a very salutary addition to any Canadian
Norwich motion in the context of internet defamation. One only has to read the
comments section on any media website to know that the world is rife with
comments that, while strictly speaking defamatory, are “so obviously designed
merely to insult as not to carry a realistic risk of doing the claimant quantifiable
harm.” Any legal policy development which dissuades the over-sensitive and
disputatious from responding to criticism with legal proceedings is to be desired,
especially in a society which values freedom of expression and in which court
resources are scarce. Moreover, with power and resources comes a certain amount
of responsibility, one of which is to be thick-skinned, and wealthier applicants ought
to have their claims subject to careful scrutiny so that the courts are not used to
facilitate suppression of bona fide dissent. On the other hand, attention to context is
Ibid., emphasis added. Though it is open to question whether it is appropriate to
equate “disparaging” with “defamatory.” On this point see Hilary Young, “But Names
Won’t Necessarily Hurt Me: Considering the Effect of Disparaging Statements on
Reputation” (2011) 37 Queen’s L.J. 1.
118 Ibid. at para. 17.
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key since, as A.B. demonstrates, comments that might simply be construed as insults
or abuse among adults might amount to cyber-bullying where youth are involved, or
potentially in other situations of power imbalance.119

IV.

Conclusion: Recalibrating the Warman Test
This article has sought to provide a view on the relatively new use of Norwich

orders to unmask anonymous internet commentators in defamation cases, and to
demonstrate the likelihood of its continued currency. It has also explored the
interesting way in which this particular phenomenon demonstrates how civil
procedure can become constitutionalized when certain kinds of values, particularly
freedom of expression and privacy, are in play in private litigation.
Bearing in mind the case law to date and relying particularly on GEA, Numco
and Warman as the starting point for the overall analysis, I would offer the following
as an effective set of considerations for courts which hear motions for pre-action
discovery, whether Norwich-based or otherwise, in internet defamation cases. First
of all, the court should approach the motion as if it is being made ex parte and hold
the applicant to the appropriate standard of “utmost good faith” and “full and frank
disclosure.”120 Then, the burden should be on the applicant to show:
1.

it has a valid, bona fide or reasonable claim against the potential
defendant. The applicant should be able to produce the relevant allegedly

Such as the troubling trend of gendered, misogynistic attacks often experienced
by female on-line commentators; see generally Karla Mantilla, Gendertrolling: How
Misogyny Went Viral (Santa Barbara, USA: Praeger, 2015).
120 See generally Robert J. Currie, “Nobody Expects the Spanish Inquisition: A Primer
on the Use (and Abuse) of Ex Parte Proceedings” in Todd A. Archibald & R. Echlin,
eds., Annual Review of Civil Litigation 2009 (Toronto: Carswell, 2009) 443.
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defamatory words and provide at least some sense of why they could be
seen as defamatory. Whether this should amount to a prima facie case is
worthy of judicial consideration.
2.

the respondents are somehow involved in the acts complained of, either
because they are the technical “host” of the statements (e.g. ISP, website/
bulletin board/blog operator) or otherwise have knowledge of the author
beyond simply being a “mere witness.”121

3.

the applicant has taken reasonable steps to ascertain the identity of the
individual but has been unable to do so. These steps should be
particularized in an affidavit, and should at the very least reflect efforts to
contact the platform where the statements appeared and any relevant
ISPs, as well as attempts to obtain the IP address(es) of the commenters.

4.

where the motion is against a third party, that the third party is the only
practical source available to the applicant for the information.

5.

where the motion is against a third party, that the third party can be
reasonably compensated for expenses and legal costs arising out of
compliance with the discovery order.

6.

That the overall interests of justice favour disclosure. This should involve
individual consideration of i) the interests of the applicant in seeking
vindication of their reputations, including whether the nature of the
apparently defamatory remarks is such that the time, expense and

While not explored in any detail above, Norwich relief is typically only available
against a party who is somehow tied to the allegedly wrongful situation, beyond
simply having knowledge of it.
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intrusiveness of a court order is justified, or whether the comments do
not exceed a de minimis threshold of actual harmful defamation; ii) the
privacy interests of the party sought to be identified, including
consideration of whether the party had a reasonable expectation of
anonymity and whether anonymity is objectively desirable in the
circumstances. The jurisprudence around s. 8 of the Charter, particularly
as regards informational privacy, should be explicitly considered; iii) the
interests of both the party sought to be identified and society in
maintaining freedom of expression in the circumstances, including
consideration of whether the applicant is well-resourced and the
application has any of the hallmarks of a SLAFE suit; iv) whatever other
power imbalances might exist between the parties that should affect the
analysis, e.g. targeting based on gender or race, cyberbullying, etc.

Finally, where disclosure is ordered, it should be tailored so that only the
information necessary to identify the commenter for the purpose of bringing
defamation proceedings is compelled, excluding data (including data about
computer and internet usage generally) that is not germane to this purpose.
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